
Free features may differ from premium

Most videoconferencing systems can record, preserve, and archive calls, chats, and metadata, 
including the identity of the participants, and the date, time, and length of the discussion. Certain 
tools, however, only allow reporting and the full array of features with a paid subscription.

User may need to pay for more privacy

A videoconferencing platform may offer certain data privacy and security features at an additional 
cost but depending on the information transmitted in a typical call, the costs of the additional 
safeguards may be essential.

Become familiar with the preservation process

Users must ensure that the preservation process for their videoconferencing system includes data 
and metadata, chat messages, and any documents shared during each meeting. They should also 
develop a procedure to back-up the archive within a specified retention period.

Safeguard your video communications

Additional safeguards for video conferencing systems may be warranted if you communicate with 
clients under confidentiality agreements, international, federal, or state laws that govern data privacy, 
such as the GDPR or the CCPA (insert link to GDPR and CCPA infographics), or laws that impose 
notification requirements for the loss of, or unauthorized access to, electronic information.

Use a disclaimer to limit recording

Announce at the outset of each call that recording of any type is not permitted unless the 
participants unanimously agree – while some applications enable to host to restrict this capability 
within the application, participants can use another application to record the content of the meeting. 
Depending on the platform, the host can modify the settings to be the only participant with the ability 
to record a call. The unavoidable danger is that anyone can record the conversation using their 
computer or mobile phone.
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Video recordings and chat messages are discoverable

Users must be aware that adversaries in litigation can legitimately request meeting recordings, chat 
messages, and any other related material as part of discovery.

A data breach could prompt precautions

Many videoconferencing systems take reasonable precautions to prevent unintended recipients 
from obtaining call-related data. The potential for a data breach may warrant special precautions if 
the material being discussed is sensitive in any way.

Beware of file transfer capabilities

Some videoconferencing systems support file transfers, which can be sources of malware or a 
gateway for bad actors to download the contents of a secure room and distribute/use content in 
an unintended/unauthorized manner. Meeting hosts should, therefore, disable this feature 
whenever possible.

CRA’s Forensic Services Practice and its state-of-the-art digital forensics, e-discovery  
and cyber incident response labs are ISO 27001:2013 certified. We also maintain private 
investigator licenses in multiple jurisdictions, as listed on our website (www.crai.com).
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Data sources will continue to evolve and complicate discovery. CRA’s forensic services team offers expert guidance 
in these matters. Our experts combine expertise in e-discovery, information governance, forensic investigations, and 
computer forensics. To continue the conversation, please contact one of the experts listed below.


